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��AUTONUMLGL�	Executive Summary

Through a rigorous analysis of problem reports from previous projects the companies behind the PET project have achieved a step change in the testing process of embedded real-time software. The measurable objectives have been to reduce the number of bugs reported after release by 50%, and reduce the hours of test effort per bug found by 40%. Both of these goals have been met. The actual numbers achieved were 75% less bugs reported, and a 46% improvement in test efficiency.



The problem reports have been analysed and bugs in them categorised according to Boris Beizer's categorisation scheme [BB]. We have found that bugs in embedded real-time software follow the same pattern as other types of software reported by Boris Beizer.



We have also found that the major cause of bugs reported (36%) are directly related to requirements, or can be derived from problems with requirements. Improved tracking of requirements through the development process has been achieved through the introduction of a life-cycle management CASE tool. Unfortunately the customisation of the life-cycle management tool took longer than expected, so no actual numbers on the positive effect of the tool are available at present, but it is expected that the integration and system testing phases can be combined, resulting in a major reduction of testing effort.



The second largest cause of bugs (22%) stems from lack of systematic unit testing, allegedly because of the lack of tools for an embedded environment. We have found that tools do exist to assist this activity, but their application requires some customisation. We have introduced a unit testing environment based on EPROM emulators enabling the use of symbolic debuggers and test coverage tools for systematic unit testing. The unit testing methods employed were: Static and dynamic analysis.



We have demonstrated that the number of bugs that can be found by static and dynamic analysis is quite large, even in code that has been released. The results we have found are applicable to the software community in general, not only to embedded real-time software, because the methods and tools are generally available. Finally a cost/benefit analysis of our results with static and dynamic analysis indicates that there could be an immediate payback on tools and training already on the first project.



The efficiency of static analysis to find bugs was very high (only 1.6 hours/bug). Dynamic analysis was found to be less efficient (9.2 hours/bug), but still represented a significant improvement over finding bugs after release (14 hours/bug). We achieved a test coverage (branch coverage) for all units in the product of 85%, which is considered best-practice for most software, e.g. non safety critical software.



The PET project has been funded by the Commission of the European Communities (CEC) as an Application Experiment under the ESSI programme: European System and Software Initiative.



��AUTONUMLGL�	Background Information

The application experiment has been performed on a next generation of products with a known background both in terms of application domain and in terms of development environment. In the course of development of the previous generations error logs have been generated. These error logs have been analysed and common causes of bugs found.



A test strategy was then defined and implemented before the next generation of products was developed. Error logs were collected and analysed during and after the development, and compared to the previous error logs to measure the effect of the preventive test strategy. The improvement in the efficiency of the testing process was measured.



The intent was to cover most of the software life cycle through two separate set of activities. One set of activities, executed by Brüel & Kjær, was aimed at improving the efficiency of the testing process from the coding phase and past delivery to customers. The second set of activities, executed by Danfoss, was aimed at improving the efficiency of the testing process by improving the testability of specification documents.

�AUTONUMLGL�		Objectives

Existence of a test strategy, immediately applicable to projects for the same production line. The strategy will be easily adaptable to other development projects in our companies.

An established test environment with state-of-the-art software tools based on the PC platform.

Existence of a set of metrics for quantifying the improvement of software quality. These metrics will be used to evaluate future attempts on further improvement.

A 50 % reduction in the number of error reports from customers during a 12 month period after release.

A reduction in the effort for specification, execution and reporting of the integrationtest and system / acceptance-test by 40 %. 

Improvement of the effort for finding bugs expressed in hours per bug found by 50 %. 

A vastly increased knowledge of possibilities of improving the testing process.



�AUTONUMLGL�		Involved companies and their roles

The PET consortium consists of 2 Danish companies both of which have subsidiaries in many countries around the world, and export the major part of their products.



The contractor (prime user) for the application experiment is  Brüel & Kjær Measurements A/S a leading manufacturer of high-precision measurement instruments.  Brüel & Kjær develops high-precision electronic instruments for: Sound, Vibration, Condition Monitoring, and Gas Measurements. Most of the products are heavily based on embedded real-time software.



The application experiment is partnered by:  Danfoss A/S a leading manufacturer of mechatronic products. The Danfoss Group develops a wide variety of components and control equipment for: Refrigeration, Air Conditioning, Heating, Ventilation, and High-Performance Hydraulic systems. Many of the commercial, electromechanical products include embedded software and to a minor degree software for PC's.

�AUTONUMLGL�		Starting scenario

�AUTONUMLGL�	Starting scenario at Brüel & Kjær (Contractor)

Brüel & Kjær consists of 6 divisions; 1 production, and 5 product divisions. The largest development division is the Industrial Measurement division, where the experiment took place. In each division there is an R&D department where all development takes place. Brüel & Kjær is ISO 9001 certified. 



All product development is organised around projects lead by project managers. Almost all developers have engineering degrees of various types, including software engineering education. Project managers, however, are typically technically excellent persons that are given management responsibility without formal background or training.



The present software quality of our company is not satisfactory. Too many products are shipped with bugs. Even when task forces have been applied to improve the quality, bugs were still found in the field. It is the general opinion that this is caused by a lack of testing by the developers before release.



The development process at the start of the experiment was based on a 5-phase waterfall model mainly built around the problems of controlling the hardware development process. Few procedures special for software development exist. No structured test methodology exists, and the test activities get far too little emphasis. Only few tools are used.



The specifications are traditionally technology driven, i.e. the specifications take full advantage of the capabilities of the hardware. Software system design is usually only sketched early in the process, and there is a reluctance to change it, except where it proves to be too error-prone. Detailed software design is done during the coding phase.



“Unit testing” is performed by each programmer testing his unit under development by linking to the other available (and often untested) units. This test therefore more acts as an integration test. The real integration test (which is actually a system test) is where all programmers test everything often without an overall plan. Acceptance testing is performed by a small group of people with domain knowledge. It is often unsystematic and the resources allocated are too small.



�AUTONUMLGL�	Starting scenario at Danfoss (Partner)

The Danfoss Group includes 8 divisions, each having a self-contained product develop�ment organization. In common all division are facing increasing demands to development efficiency and software quality. New products have to be on the market in steadily shorter intervals, but even minor product revisions involve great expenses to quality assurance and test.



All products are developed by cross-organizational project groups including marketing-, manufacturing-, quality assurance- and development people. Software products are developed in a phased, structured way with well defined milestones, deliverables and reviews terminating each phase. Danfoss is ISO 9001 certified.



Project management, quality assurance and configuration management are identified as separate activities and performed by responsible individuals. Software products are tested by implementors and finally tested and approved by customer representatives and QA responsible.



Structured techniques are used to analyse and design the software. CASE- and process automation tools are not used to a large extend. And if used, no significant, convincing improvement of productivity and quality appears. Some metrics (mainly concerning schedule, resource consumption and software problems) are collected, analysed and to some degree used as feed back to the development process.



�AUTONUMLGL�		Workplan

The application experiment was divided into two main phases: Analysis of current practice; and Execution of an experiment with an improved practice.



�AUTONUMLGL�	Analysis of current practice

The first phase consisted of an assessment of the current status of the software engineer�ing prac�tice within the two companies, which formed the preparation and foundation for the execution of the experiment. Analysis of current practice consisted of the following work items: Investigating "best practice"; Bug categorisation; Choosing a test strategy; Selecting test metrics; Selecting test tools.



Danfoss will on top of this also selected CASE tools with special atten�tion on traceability from require�ments to imple�mentation, and support of test specification.





�AUTONUMLGL�	Execution of the experiment

The second phase was the execution of the experiment itself. The phase consisted of the following work items: Installation of the selected tools; Training the developers from the baseline projects; Continuous monitoring of the baseline projects; Registration and categorisation of all bugs found during development, test, and customer inquiries; Evaluation of the results and the effect of the new test strategy.



�AUTONUMLGL�		Expected outcomes

�AUTONUMLGL�	Expected outcome at Brüel & Kjær (Contractor)

Upon completion of the experiment the required status at Brüel & Kjær was expected to be as follows:



Existence of a test strategy, immediately applicable to projects for the same production line. The strategy will be easily adaptable to other development projects in Brüel & Kjær.

An established test environment with state-of-the-art software tools based on the PC platform.

Best-practice methods implemented for estimating the resources needed to achieve a specified software quality. This improves the ability to meet a fixed release date.

A vastly increased knowledge of the possibilities of improving the quality of the test activities, especially on the methods applicable from the coding phase and until delivery to the customer.

Existence of a set of metrics for quantifying the improvement of software quality. These metrics will be used to evaluate future attempts on further improvement.

A 50 % reduction in the number of error reports from customers during a 12 month period after release.



�AUTONUMLGL�	Expected outcome at Danfoss (Partner)

Upon completion the process of software engineering in one division of the Danfoss group is supported by improved methods and powerful tools to specify and perform test activities more effectively and efficiently.



The goal was to reduce the effort for specification, execution and reporting of the integrationtest and system / acceptance-test by 40 %. Also improvement of the effort for finding bugs expressed in hours per bug found by 50 %. (assuming the quality of work in earlier phases remains unchanged). Improvements must be measured against a reference of historical project data collected.



In details the process of testing



is related to and influences many phases of the software development lifecycle, including specification and design. Test in this context means verification and validation of 	many intermediate products as specification, design, code modules and integrated systems.

is based on metrics collected in previous phases of the lifecycle or collected in previous projects. These data form an experience base used for future test planning and test specification.

is supported by tools for test specification and -planning. Tools are used in the early specification and design phases to ensure test completeness, to direct focus against critical subsystems (i.e. optimising test coverage) and to avoid work redundancy. Metrics from the early phases of the lifecycle will be defined and used to influence and control later test activities.

is supported by tools for test automation. Regression testing after minor product revisions then fast and trivial.



Upon completion of the experiment, the test related and relevant activities which are found in most phases from specification to acceptance test, are supported by modern methods and flexible tools. I.e.  the new practice can be taught to other divisions and the process is ready for further "closed loop" adjustment and improvements.



�AUTONUMLGL�	Work Performed

�AUTONUMLGL�		Organisation

An ESSI-PET project group was established with one participant from each of the partners Brüel & Kjær and Danfoss (the PET project managers); and one from the primary subcontractor DELTA. The project group was quickly expanded to include another experimenter from Brüel & Kjær and the software project managers of the baseline projects of each partner. The ESSI pro�ject group has followed the project until com�ple�tion and it had the managing respon�sibility for the project.

Otherwise the development organization at the two companies was only involved when critical decisions had to be made, and was kept informed of the progress of the experiment in the same manner as they would have been for a normal development project.

The analysis phase (see chapter 2.4.1) was carried out by the ESSI-PET project group supplemented by 4 Brüel & Kjær and 2 Danfoss employees. These employees had been working on the prior version of the product and therefore had a deep knowledge of the content’s of the problem reports. Without these it would have been impossible to perform the bug categorisation.



The installation of tools was managed by the development groups at Brüel & Kjær and Danfoss respectively. The semi�nars were prepared, managed and carried out by the ESSI-PET project group. The seminars were attended by the project groups that were to execute the experi�ments, i.e. 10 Brüel & Kjær and 5 Danfoss employees. After the change of development project at Brüel & Kjær, training of the new development project group in the use of the methods and tools was performed.

The project groups at Brüel & Kjær and Danfoss monitored the prog�ress of the execution, performed all measurements, and evaluations separately. The ESSI project group met quarterly to exchange experiences and results. In the final stage of the experiment the ESSI project group coordinated the writing of the final reports.

The ESSI project group will after the completion of the experiment be active in introducing the methods and tools in other parts of the organisation. This will be done partly by the group members at Brüel & Kjær and Danfoss separately, partly by the whole ESSI project group.

�AUTONUMLGL�		Technical environment

The project introduced four software tools and two hardware extension to the development environment. The software tools were: a CASE tool (Qualiware Lifecycle Manager (QLM) by QualiWare Aps., Denmark) for life cycle management, a static/dynamic source-code analyzer (LDRA Testbed, by Liverpool Data Research Associates Ltd., UK), a source-level debugger  (Paradigm, by Paradigm Systems, New York, USA), an EPROM emulator (STIMGATE, by Ramtex A/S, Nærum, Denmark), and another EPROM emulator developed internally (necessary to use the source-level debugger).

�AUTONUMLGL�		Training

All participants in the execution of the experiment at Brüel & Kjær and Danfoss were educated in using the tools. There was a one day joint semi�nar at DELTA about the common test topics and mutual obliga�tions in the project. In addition there were seminars held at Brüel & Kjær and Dan�foss respectively with "hands-on" train�ing in the new tools and a com�prehensive introduc�tion to the test strategy.

Apart from training the developers from the baseline projects, the experimenters attended several conferences and seminars to ensure that they had access to updated knowledge on “best-practice” testing  methods and testing tools: Effective Test Management (seminar, London), Software Quality Week ‘94 (conference, San Francisco), CQS ‘94 (ESSI dissemination event, Rome), EuroSTAR ‘94 (conference, Brussels), The World of Testing (seminar, Copenhagen), Software Inspections (seminar, London), 12th International Conference on Testing Computer Software (conference, Washington DC), CQS ‘95 (ESSI dissemination event, Rome), and EuroSTAR ‘95 (conference, London).

Presentations on the project were given at several of the above events: CQS ‘94, EuroSTAR ‘94, 12th International Conference on Testing Computer Software, CQS ‘95, and EuroSTAR ‘95.

�AUTONUMLGL�		Role of the consultants

The main sub contractor for both of the partners was the software technology section of DELTA Danish Electronics Light & Acoustics. The subcontracted effort by DELTA amounted to 13% of the effort delivered by the partners. The purpose of DELTA on the project was to supply their extensive knowledge on testing and software best-practice in the analysis phase, to assist in the decisions on methods and tools, take part in the monitoring of the experiment, and finally in evaluating the results and compiling them into a publicly available report [DLT].



QualiWare ApS. was a major subcontractor for Danfoss responsible for delivering and customising a CASE and Documentation tool: Qualiware Life-Cycle Manager. Their effort amounted to 5 % of the effort delivered by Danfoss. The implementation consisted of a graphic workmodel of the software development process, a template based document generator, several development method adjustments, automated generation of testspec skeletons and last not least a problem reporting system.



Other subcontractors were VR-partners, a consultant used to help with CAST tool evaluation, Systeme Evolutif a consultant who prepared a catalogue of Best Practices in software testing based on input from Danfoss analysis of current teststrategy, Kvaser AB a consultant specialised in source-level debug implementation for embedded systems. Their total effort amounted to 5 % of the effort delivered by Danfoss.



�AUTONUMLGL�  Phases of the experiment

The phases of the experiment followed the intended plan in terms of content. However, the time schedule could not be maintained.



At mid-term the management at Danfoss had to perform a reprioritisation of resources effectively delaying the development project that was used for the experiment 6 months.



At Brüel & Kjær similarly the management decided to cancel the baseline project that was used for the experiment. After 2 months of uncertainty another project was selected as a basis for the experiment at Brüel & Kjær.



This project had just been issued as a trial-release, and knowing the amount of problems that had been uncovered in the analysis phase of the experiment the management at Brüel & Kjær were convinced by the ESSI-PET team that resources should be used more efficiently retesting the product by means of the methods and tools that had been selected for the original project. In fact this would be an experiment that would prove much better the usability of the methods and tools since no new development would take place to distort the effect. 



�AUTONUMLGL�  Brüel & Kjær experiment

Activity 1: Assessment of the current status of the software engineer�ing prac�tice

The analysis phase was conducted from January 1994 through May 1994. 



The analysis activities were all been completed as planned. Best-Practices was investigated by ourselves and the subcontractor DELTA. This lead us to conduct an intensive search for tools to automate the testing process. The actual results, however, were rather poor, as the originally implementation language was Pascal, which is not very well supported by testing tools in the market place.



We performed the error categorisation of the error logs from the previous projects in accordance with Boris Beizer's categorisation scheme [BB] and uncovered some remarkable results that created immediate management attention.



We analysed the existing test strategy, and found that no systematic unit testing was performed due to the poor quality of tools that supported the development of embedded software. Also too little planning of tests and testing time was devoted to acceptance testing, and no criteria for completeness of testing existed.



We therefore established a new test strategy based primarily on systematic unit testing using LDRA Testbed for static and dynamic analysis. Metrics used were planned to be based on McCabe’s complexity measure, code size, and branch-coverage. This should ensure that we would see a major reduction in errors after release. We also worked on methods to improve and metricate the integration and acceptance test phases. 



As the major cause for errors was related to (missing and changing) requirements we also attended a course on Software Inspections. However, we could not find time or resources to experiment with this technique during this project. Also resolving requirements issues were outside the scope of the PET experiment, which had to do with testing. Software inspections will be one of the techniques that we will use in our next ESSI project - PRIDE (a methodology for preventing requirements issues from becoming defects).





Activity 2: Implementation of tools and methods

The Implementation activity of phase 2 was started May 1994 and was completed in August 1994. 



The baseline team was educated in testing, tools, and testing strategy as planned, and the LDRA Testbed was installed without significant problems.

Activity 3: Execution / Measurement

The Execution and Measurement activities that were due to start July 1994 were delayed because of a 3 month delay in the schedule for the original baseline project of the experiment. And in August the management of B&K decided to cancel the project.



This change in the contract was reported to the Commission in September, and proposed changes to Annex 1 was sent to the Commission in November. On request a full update of Annex 1 was submitted to the Commission in January 1995.



The essence of this change was that the project should be prolonged by 5 months (to 21 months), and that a new baseline project had been selected for the experiment with specifications comparable to the original project, so that the experiment could be continued almost unchanged. The change would have no impact on the budget.



The Execution and Measurement activities were started in November 1994 according to the new plan for the experiment.



We performed the error categorisation on the error logs from the new baseline project with Boris Beizer's categorisation scheme [BB]. We found that the errors on this project, in general, matched our findings from the originally selected baseline projects. The major cause for errors were again related to (missing and changing) requirements, and to errors that should have been found at the unit level.



As planned, we wanted to use LDRA Testbed for static and dynamic analysis on the existing version of the baseline project. To do this we found it necessary to buy an EPROM emulator (StimGate) that enabled us to execute target code on a PC. Too much data was generated from the tool to be handled in the target environment. We also had to buy a “C” version of LDRA Testbed. The LDRA Testbed in combination with the EPROM emulator (StimGate) enabled us to establish an excellent testing environment that was not limited by the memory restrictions of the target environment.



As planned, the metrics used to improve testing practice were McCabe’s complexity measure, code size, and branch-coverage. After static and dynamic analysis had been performed on the existing version of the code, the code was corrected for serious static faults, and the branch coverage was increased to 85% at the unit level. This should ensure that we would see a major reduction in errors after release of this improved version of the code.

The Execution activity was completed by April 1995 as planned. An improved (production) version of the baseline product was released where all the bugs had been corrected that were found during the experiment, as well as bugs reported form outside the development group through actual use of the existing (trial) version in the same period.

Measurement lasted from middle of November 1994 until the end of August 1995. All bugs were registered and categorised in the problem reporting database. The registration included bugs found during the experiment, bugs found in the existing version through actual use, as well as bugs found in the improved version. Measurements continued 18 weeks after release of the improved version, which was the same number of weeks we had measured on the existing version after its release, so that we were able to evaluate the effect of the experiment on problem reports, as planned.



Activity 4: Evaluation

Evaluation started as planned January 1995, and finished by October 1995. Actually evaluation started already during the analysis phase (March 1994) when we compared our bug statistics to those of Boris Beizer, and later again when we compared our own statistics on the original baseline project to the ones of the new baseline project.



The final evaluation of the measurements took place as the baseline team used static/dynamic analysis to find bugs in the existing version of the baseline product. Our idea of using McCabe’s complexity metric as a criteria to select the app. 10% modules that were expected to be the most error-prone turned out to be wrong. The complexity metric did not correlate with error-proneness, and the criteria was not selective enough to be useful. This part of the testing strategy therefore failed.



However, evaluation of problem reports and the corresponding categorisation showed quite clearly that the effect of using static/dynamic analysis improved both the quality of the product and the efficiency of testing. We found a 75% reduction in problem reports (the goal was 50%) in a comparable period of the two releases, and an increase in test efficiency of 46% (the goal was 50%).





�AUTONUMLGL�  Danfoss experiment

Activity 1: Assessment of the current status of the software engineer�ing prac�tice

The analysis phase was conducted from January 1994 through May 1994. 



During this phase an analysis of the current test strategy was conducted. The resulting report was used as input for a consultant (Paul Herzlich, Systeme Evolutif, London), who evaluated this test strategy and assembled a Catalogue of best practices on software testing. The result of this analysis was that the ongoing development process turned out to follow a waterfall model instead of what was believed to be the traditional V-model (which was the intended model)

Another consultant  (Paul Staal Vinje, VR-Partners, Copenhagen) was used to establish a decision platform for selecting testing tools. His input was used to prepare a paper describing the possible tool alternatives for the V-model phases versus the different processor platforms used at Danfoss. This was used later in the project to select source level debugger and static/dynamic analyser.

Finally an error categorisation on the existing error reports of the baseline product was performed. Although we had less error reports to work on, the conclusion of the categorisation was very similar to that of B&K. Major cause for errors are related to (missing and changing) requirements. 

Activity 2: Implementation of tools and methods

The Implementation activity of phase 2 was started March 1994 and was completed in September 1994. 



The tools decided upon were installed and customised to the specific development environment. This phase turned out to take far more time and resources than expected. The fact that implementation of QLM was delayed had no effect on the product baseline project, because that project also suffered a delay caused by management resource reprioritation. 



The implementation of source level debugging was also more difficult than expected. We were unable get the locator of the chosen tool to work together with the I/O and memory library used in the baseline product. It was decided to change the library in question with a set of functions developed in a different department at Danfoss, hoping this would make the task easy. But this turned out to cause bigger problems than expected causing approximately three months delay. 



During this phase the Danfoss management decision to shut down the department responsible for the PET-project caused a delay in the planned implementation of the static and dynamic analyser. The baseline project had to take over the PET project management which also caused a delay in the baseline project. Some of this was resolved by restaffing the PET-project temporary with a new person for five months.



Activity 3: Execution / Measurement

The Execution and Measurement activities were started November 1994 and were completed in November 1995.



The baseline project has used the new tools starting with the requirement specification. The CASE tool environment is used with (as described by the developers) great results. Due to the fact that the baseline project is delayed with a release date now in March 1996, it’s impossible to demonstrate metrics that confirm these statements. But it is our strong belief, that the benefits from the implemented CASE environment will be as obvious as source-level debugging is to any programmer today.

Activity 4: Evaluation

Evaluation started March 1995, and finished by November 1995.



As a result from the implemented source-level debugging, we can state, that problems in the coding phase are found twice as fast than during object-code debugging as it was performed before PET. 

The combination of using the implemented life-cycle CASE tool together with static and dynamic analysis has resulted in the fact that integration- and system-testing is done in one activity, saving a considerable amount of effort. This is possible because we only have performed an incremental development and because we now have the traceability back to the requirements, and finally the fact that based on the dynamic analysis we now know how much we have tested. 



�AUTONUMLGL�		Dissemination

The PET project want to emphasize the dissemination aspect and dissemination activities, therefore was undertaken from the beginning of May '94 until the end of November '95.



�AUTONUMLGL�	Internal Dissemination

The software developers in all product divisions at Brüel & Kjær have been invited to at least one presentation on the intermediate results of the experiment. The software developers of the product division (IMD) where the experiment has taken place have been invited to at least two presentations on the progress and results of the experiment. Approximately 90% of all software developers participated in these events.



The division and R&D managers have been invited to a separate presentation on the findings of the analysis phase emphasising the problems in the development process that had been uncovered, resulting in immediate management attention to some of these.



All intermediate documents on the experiment have been available on the internal PC network of the IMD division, and several special versions have been generated on request by project or department managers.



Final presentations internally at Brüel & Kjær on the results of the project will be given shortly after the completion of the project, and will be disseminated via a separate project.



�AUTONUMLGL�	External Dissemination

Mid-Term presentations



A paper was given at CQS in Rome September 26 - 29, ESSI track (arranged by ET International).

A paper was given at EuroSTAR in Brussels October 10 - 13, Process Improvement Track (arranged by SQE e.a.). 

Final presentations



A paper was given at CQS in Rome October 24 - 26, ESSI track (arranged by ET International).

A paper was given at EuroSTAR in London November 28 - 30 (arranged by SQE e.a.).



Public report



An ESSI-PET project report  containing all evaluations, detailed results and suggestions of general interest was edited and published as a DLT-report by DELTA [DLT]. The report will be distributed to all DELTA information subscribers, and will be public�ly avail�able for purchase.



Experience networks



Datateknisk Forum is an organisation for companies which as part of their activities develop software. The experience network of Datateknisk Forum has been used intensively for dissemination. The network has been presented with the temporary results quarterly, and also at the yearly conference of all the networks groups.



Other



Presentations have been given at many occasions on the purpose and intermediate results of ESSI and the PET project:



A paper was given at a conference on Productivity and Measurements in Copenhagen October 3rd 1994 (arranged by Dansk Dataforening - Association of Danish Data Professionals), and at the USPDI conference on Defect Prevention in Washington DC, June 12 - 15 1995.



A presentation was given at Datalogisk Selskab (forum for M.Sc. computer science professionals), and 2 presentations at the Copenhagen Business School B.Sc. level education on computer science. A presentation was given at a meeting in CASE 90 (another Danish software experience information exchange group). A specific presentation was given at Bang & Olufsen.





�AUTONUMLGL�	Results and Analysis

The following chapter is organised into two main sections describing the main results and analysis from both of the partners separately. The detailed information of the entire project can be found in the DELTA report [DLT] which is a part of the dissemination activities of this project.

�AUTONUMLGL�		Brüel & Kjær results

�AUTONUMLGL�	Technical

The results of this project are within two major areas: 1. Analysis of Error reports, and 2. Static & Dynamic analysis.

1. Analysis of Error reports.



The categorisation of bugs in the error reports has been performed according to Boris Beizer's categorisation scheme [BB]. It splits bugs into 9 main categories, which are detailed further up to 4 levels supported by comprehensive statistics on the distribution of bugs in each category.



The baseline projects that were analysed were typical of the embedded real-time software products developed by Brüel & Kjær. The size of the projects were in the order of 7 man-years, developed in less than a calendar year, and the code delivered was in the order of 100.000 lines of non-commented Pascal source code (KNCSS). Reuse of existing code was extensive (app. 50%).



The error reports that were analysed contained in the order of 1100 bugs; a bug being anything between a serious defect and a suggestion for an improvement. The reporting typically started when the software modules (units) had been debugged (privately tested) by the individual developer, i.e. when the module was integrated with the other modules of the system. The projects analysed have been released for use by customers between 6 and 18 months, which made it possible to study error reporting also from actual use of the products (app. 400 bugs).



The analysis of bugs was conducted as a co-operative effort between the ESSI-PET project group and the developers with deep inside knowledge on the problems raised in the error reports. Without the participation of these developers it would have been impossible to arrive at the correct categories.



Once everybody were familiar with the categorisation scheme the cost of performing the categorisation was app. 5 minutes per bug. We found that categorising in groups of 3 - 4 persons was the optimum size (2 experimenters and 1 - 2 developers). Since the experimenters were active in all groups the consistency of results could be maintained.



The prime cause of bugs is related to requirements specifications



Our analysis shows that our problems with requirements are almost a factor of three greater than what Beizer reports. Some of the explanation could be attributed to the fact that Beizer’s statistics are biased by many large companies that deliver software on US government contracts. Requirements must be very well-defined and stable in such environments. However, we do not believe that the large difference can be caused only by this fact.



Looking closer into the area of requirements issues we found that these errors are caused by missing or incomplete requirements; changes to the requirements during implementation or use; developers misinterpreting the requirements; or testers misinterpreting the requirements. In total requirements related issues account for 36% of all bugs reported.



These findings show that bugs arising from requirements issues is the largest cause of problem in our development. Taking action on these types of problems is much more difficult, and has much more far-reaching implications than was originally intended in the objectives for the PET application experiment (testing). Improving the requirements process has therefore been postponed to a follow-up process improvement experiment. 



The second largest cause of bugs is lack of systematic unit testing



Our analysis of error reports showed that the second largest cause of bugs stem from lack of systematic unit testing. We have found that 22% of the bugs could have been avoided if systematic unit testing has been employed.



Improving the testing process could therefore be achieved by introducing methods and tools to support unit testing. This would result in a higher quality of the products and therefore result in fewer error reports after release, which was the objectives of the PET project. 



The methods and tools introduced on the baseline project were static and dynamic analysis as described in the following section.



Embedded real-time software shows no special pattern of bugs



Our analysis of error reports shows that bugs from error reports in embedded real-time projects show the same pattern as reported for other types of software (Beizer). The major differences that we have encountered are related to flaws in the development process rather than to the embedded real-time nature of the software. 



This conclusion is quite surprising since developers of embedded real-time software normally claim that their applications are very difficult to develop because of problems related to timing, multitasking etc. and because of the lack of efficient development tools. One possible explanation of this could be that embedded systems companies use people with a higher education (engineers) to build these applications.



Maintenance wrecks development schedules



We have also analysed the distribution of bugs over time, i.e. when bugs are reported. Error reporting starts when integration of modules begins. When testing is completed marketing takes over to do a validation of the product and then the product is released in a trial-release version for use by sales companies and selected customers. Production release takes place when enough experience has been gathered from actual use in the field. 



We see that far too many bugs are reported in the trial release phase, 40% of all bugs are found in this phase. This shows that not enough effort is put into testing before initial release. But it also supports the finding from the bug categorisation, that the major cause for bugs is related to requirements. Such problems will typically not be found until the product is used in practice.



Because so many errors are reported after a project has officially ended, when the project team has been dissolved and put to work on other baseline projects, Brüel & Kjær experiences a large problem because this amount of maintenance work is not properly scheduled. When bug reports come in from customers, former members of the development team conscientiously spend time to correct them as a first priority, and this has a knock-on effect on their current development project. Project schedules slip, leaving less time for testing, and the problem is perpetuated.  





2. Static & Dynamic Analysis



Our approach to improve unit testing in a more systematic way was to introduce methods and tools for static and dynamic analysis and to document this in the unit test procedure of the Brüel & Kjær ISO 9001 quality system.



The project that was selected for our experiment was one which had just been issued in a trial-release version. This gave us an excellent environment to perform our experiment. Without changing any code we could perform an analysis on the product, correct the bugs that we found, issue a new version and be able to measure the impact of static and dynamic analysis on the bugs reported from the field on these two versions.



As basis we measured the performance of the project team before starting the experiment. Before trial-release the efficiency of finding bugs were 7.2 hours per bug as a result of applying the regression test suite and as well as finding bugs during the integration of modules.



Static analysis is the most efficient way of eliminating bugs



The first action was to introduce static analysis. The efficiency of finding bugs by means of static analysis is only 1.6 hours per bug. Almost a factor 5 faster than by the traditional way of finding bugs.



Furthermore if static analysis is applied as a part of normal development all the bugs revealed by static analysis can be eliminated before error reporting begins at no cost in time.



Dynamic analysis makes test coverage quantifiable



The regression test suite was run on the code instrumented for dynamic analysis. The result showed that only 66% of branches in the code were covered by the test suite. The goal was to achieve, an 85% branch coverage, which is stated as industry best practice. During our experiment the branch coverage of the system was raised to 93% (all modules then had a branch coverage of at least 85%). The efficiency of applying dynamic analysis was 9.0 hours per bug. 



The efficiency of dynamic analysis was slightly lower than the normal development efficiency (7.2 hours per bug). However, we think that this is caused by the difficulty of creating testcases for higher levels of branch coverage. By means of dynamic analysis managers now have a metric which they can use as a quality assurance measurement. Each company can decide the level of coverage before releasing units into integration test depending on the criticality of the product.



Applying static and dynamic analysis is cheap compared to maintenance



In total the efficiency of applying static and dynamic analysis is 4.9 hours per bug, which represents a 46% improvement in finding bugs over the normal development efficiency. However, if we compare this against the maintenance costs of 14 hours per bug we find the efficiency to be almost 3 times better.



The corrected version of the product was released and tracked for the same period as the trial-release. The team received 75% fewer error reports than for the trial-release version of the product. Of those error reports 70% were found to be related to requirements e.g. to bugs that could not have been found through static and dynamic analysis. This once more confirms the need for us to improve the requirements process.



�AUTONUMLGL�	Business

The objective of the experiment was to achieve a 50% reduction in error reports from customers. As demonstrated in the previous section we achieved a 75% reduction. This means that we are able to introduce products into the market with remarkably fewer bugs. The quality image of the company will be remarkably increased, and because of less maintenance we will be able to reduce our time to market.



To find and correct field reported bugs that were revealed by our static and dynamic analysis, would have incurred a cost equal to 75% of the actual costs for purchase of the tool and training for the staff. When used on a full scale development project we expect an immediate payback of the investments already on the first project. The cost of tools and the training can vary based on the tool but will in general lie within a range of 5 to 15 kECU.



An inexpensive and yet very effective way of achieving a mini self assessment is to perform the analysis of error reports that we have done in the experiment. Beizer’s bug categorisation scheme [BB] is an excellent reference for companies who wish to get started analysing the cause of bugs in their error reports. Such an analysis is based on information that is readily available in house and it gives a precise picture of the main problems in the development process. This again creates an awareness of process issues and is the initial step to systematic process improvement.





�AUTONUMLGL�	Organisation

There has not been any change to the organisation, and this was not planned either. We intended to change part of the development process without changing the entire world and we succeeded in this.

The unit test procedure of the ISO 9000 quality system will be updated according to our findings. The procedure has not been tested within this experiment due to changes in the baseline project. This will done through a separate project which is aimed at introducing the changes into the organisation. Tools for testing have been adopted on other projects, even though they want to see the benefit themselves. However, all new projects now have dedicated testers to do the testing job and to coach the developers in order to achieve the results that we have proved through this experiment. A general awareness has been created on process improvement, and management attention is high.

�AUTONUMLGL�	Culture

The team that conducted this experiment was a highly motivated and dedicated to the job. This is one of the reasons for our success. We feel that we have started a change in culture in the way of improving the development process. We have achieved awareness on knowledge dissemination internally. However, we feel that the motivation of the quality department to improve the process lacks.

�AUTONUMLGL�	Skills

We now have knowledge on the testing problems, and the tools to eliminate these. We also have knowledge about and attention to the results of a bug categorisation. We have introduced training of dedicated testers. Finally we have practical experience with tools to support the unit testing part of the development process. 

�AUTONUMLGL�		Danfoss results

�AUTONUMLGL�	Technical

The project has proven that it is possible to perform source level debugging also in an embedded environment. This has improved the productivity in the coding/debugging and integration phase. It has not been possible measure exactly how much this improves the productivity, but a developers remark about finding errors in complex data structures in half the time than before gives an idea. 

The introduction of an integrated CASE tool has moved the developers effort from concentrating on document preparation to spending the effort on modelling the required software. The tool and the implementation of the specific work model encourages early testcase preparation. This gives better requirement specifications and a better understanding of requirements. During the application experiment it became clear to the developers that spending more time on producing more detailed specifications makes test specification easier. 

�AUTONUMLGL�	Business

Based on the experience from static and dynamic analysis, and based on the traceability of tests versus requirements the integration and acceptance test are combined to one test. This means that instead of performing two test cycles we have one test cycle, which means an 33 % reduction of the effort. 

�AUTONUMLGL�	Organisation

There has not been any change to the organisation, and this was not planned either. We intended to change parts of the development process without changing the entire world and we succeeded in this.



�AUTONUMLGL�	Culture

Source-level debugging has been easily accepted by the developers, this is not strictly the case with respect to the dynamic analysis. In spite of this we feel that we have started a change in culture in the way of improving the development process.

�AUTONUMLGL�	Skills

The project participants have gained a deeper insight in the development process and the way software is developed using best practices. Static and dynamic analysis were unknown before the project. Using the introduced CASE tool has changed the way the developers work. 

�AUTONUMLGL�	Key Lessons

�AUTONUMLGL�		Brüel & Kjær

�AUTONUMLGL�	Technological point of view

Defect Analysis from Error Logs is a simple and effective way to assess the software development process.



The Analysis of Bugs has had a significant impact on the way we now look at our software development process, and has established a basic set of metrics for test activities, as a starting point for process improvement programmes in our company.



Static and Dynamic Analysis is an efficient way to remove bugs, it increases motivation, and creates a remarkably improved test coverage at almost no extra cost.



The results are applicable for the whole software development industry, not only for embedded software.



We believe that the costs we have saved by finding the bugs this way is comparable to the cost of the tools and the person-effort. When used during the development of new code the gains will be much higher as bugs will be found by the developers before they are reported.



�AUTONUMLGL�	Business point of view

Introducing static and dynamic analysis is expected to result in only marginal delays on trial-release dates, and a marginal increase in the testing resources required.



There has been an immediate payback on tools, training & implementation already on the first project.



Static and dynamic analysis has reduced maintenance costs, increased quality of the products, and increased the motivation of our developers to perform better testing.

�AUTONUMLGL�	Strengths and weaknesses of the experiment

The strengths of this experiment was that it was conducted in an well-defined and controlled environment. It was very focused on improving the testing process. There has been dedicated resources working on it and the project team was highly motivated. All of this we find to have contributed to the success of the experiment.

One weakness of this experiment was that we did not have the possibility to introduce the tools during a new development project. Therefore we cannot prove how much better results can be achieved than the ones achieved by the experiment if it were conducted as an integrated part of the development phase. 

Even though we had management attention we did not have management commitment to say: “we will now introduce this on all our projects”. The result of this is that the dissemination and introduction internally will be much slower than expected.

If we were to repeat the project we would focus more on comparison of tool capabilities. Also we would like to manage the metric results better, by adding databases for these.

�AUTONUMLGL�		Danfoss

�AUTONUMLGL�	Technological point of view

Source level debugging in embedded environment gives a productivity boost. 

Integrated CASE environment supports development method changing the developers way of working from pure textual description combined with simple drawings to a graphical description that also includes text. This is done in a consistent way where all construction elements are related and reflect the final software product. Traceability from requirements throughout error reports is obtained.

�AUTONUMLGL�	Business point of view

Improved development process through the introduction of the integrated CASE environment (Life Cycle Management) will ease the introduction of new developers significantly, and make the process much more person independent.

Bug reporting is automated, and the implemented possibilities for statistics make it a lot easier to follow the progress of the test process.

Static and dynamic analysis as a developer’s tool increases the quality of the product, and has increased the motivation of the developers to perform better testing.

All of this contributes to achieving a faster time to market, with less defects.

�AUTONUMLGL�	Strengths and weaknesses of the experiment

The application experiment itself has focused the attention on how software is developed using best practices. It has had an educational effect on the whole department, where it was performed. 

Never implement as many tools at the same time as we have tried to. It is too resource consuming to implement four tools at the same time. Especially the implementation of the CASE tool, where the only possible consultant was the supplier, turned out to be a factor that even delayed the baseline project. The implementation was characterised by as many problems / obstacles as a complete software baseline project.

�AUTONUMLGL�	Conclusions and Future Actions

�AUTONUMLGL�		Brüel & Kjær

The experiment has tackled the second largest cause of bugs: a lack of systematic unit testing, putting in place quality procedures that will now be applied across the development organisation. We have achieved a quantifiable improvement in our testing process through the use of a testing tool and associated techniques. 



The dissemination of the knowledge will be performed through separate organisational change projects, and the ISO 9000 procedures will be updated during these. 



Our experiment has also laid down the foundations for further process improvements through a thorough analysis of the causes of bugs. The climate for conducting a regular assessment like BOOTSTRAP or SPICE has now been established.



The next major software process improvement step to be undertaken by Brüel & Kjær will be to resolve the largest cause of errors that were found during the analysis: weaknesses in the requirements specification process. This will take place through a new ESSI project (project no 21167) titled: PRIDE - A methodology for preventing requirements issues from becoming defects. This process improvement experiment has been approved by the Commission. It was started January 1st 1996 and has a duration of 18 months. 



�AUTONUMLGL�		Danfoss

Due to the circumstances for the baseline project at Danfoss, the product release is planned for March 1996. This means that it’s impossible to draw all conclusions at the present time. We are unable to measure the number of problems after release within the ESSI project, but will certainly continue to collect and analyse problem reports. The results of the ESSI project will be evaluated as a part of a recently started TQM-project within the Refrigeration Division. 

�AUTONUMLGL�	Glossary

Static analysis: an analysis of the source code for a long number of metrics such as McCabe’s cyclomatic complexity metric, procedure size, use of variable etc. without an execution of the source code. It acts as a pre compiler.



Dynamic analysis: an execution of the code performed with instrumented source code. This means that a tool adds “I’ve been here” marks in each branch. These marks are then during the execution written to a file, which the tool can use to analyse the coverage of the source code.



McCabe’s cyclomatic complexity metric (McCabe’s complexity): McCabe’s complexity is defined as the number of binary decisions (branches) in the source code plus 1. The measure is indicative of the complexity of the code: the larger the number, the more complex is the code. The measure is registered per procedure.



Branch coverage: measures the percentage of the branches in a procedure that have been active during execution of a set of test cases.



EPROM emulator: a device that replaces the chip in which the executable code is stored in actual hardware, and by that makes it possible to access the target code by tools from a host (PC) environment.
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